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METHOD AND APPARATUS FOR ACTIVATING A COMPUTER 

AFTER USER AUTHENTICATION BY A PASSWORD, 
PROGRAM, AND PROGRAM STORAGE MEDIUM THEREFOR 

BACKGROUND OF THE INVENTION 
Field of the lnyentip,n 

The present invention relates to a method, an apparatus, and a 
program storage medium, for activating a computer after user 
authentication by the use of a password. In particular, the present 
invention relates to the method, the apparatus, and the program 
storage medium which can be effectively used in a battery-operated 
computer like a notebook personal computer (hereinbelow abbreviated 
to a notebook PC), such that an input password is compared and 
checked with a registered password and, as a result, power supply is 
executed for main body operation units, including a display, a central 
processing unit and a memory, after the authentication of the user. 
Dfisi2dplioii_olthe. Related Art 

Upon booting up a conventional computer, such as a notebook 
PC, a password (personal identification number or code) should be 
often input to identify the password as a registered user's one so as to 
prevent the computer from being used by any other person than an 
authenticated person. This password identification process, however, 
is performed in such a condition that power is supplied to the main 
body operation units of the notebook PC. In other words, in the case 
of a battery-operated notebook PC, battery life will be wasted In the 
password Identification process. Therefore, if an unauthenticated 
person or foe who does not know a registered password has turned 
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the notebook PC on many times to repeat trial entries of the password, 
it will require a large amount of power consumption, which may make 
the battery go dead. 

In many cases, such a password identification process is 
perTormed on a notebook PC by starting the supply of power to the 
main body operation units to start control operation of the CPU so as to 
launch a program for an input/output apparatus interface (such as 
BIOS (Basic input/Output System) or an operating system (OS). 
Therefore, the battery-operated notebook PC is required to consume a 
large amount of battery power. 

So far proposals have been made about accomplishing power 
savings and keeping secrecy of stored information security by using a 
password recognition technique. For example, such proposals have 
been made in Japanese patent unexamined publication Nos. Hei 11- 
1 02240 and 2000-1 05622. These conventional approaches are to 
control the start of the main power supply to a computer system (main 
body operation units) on the basis of the validity (verification) of the 
password input. 

More specifically, the former makes it possible to start the main 
power supply 10 the main body operation units in response to an Input 
operation of a valid password. In this case, however, judgment of the 
password is made by operation times of a switch that is turned on and 
off. This shows that the password is limited to numerals or input times. 
Consequently, the degree of difficulty in verifying a password remains 
insecure. 

In the latter, a password fetch control system (keyboard/security 
control apparatus) Is given power before the start of energization of the 
main body operation units, which still leaves room for improvement. 
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SUMMARY OF THE INVENTION 

It is an object of the present invention to solve the above- 
nnentioned conventional problems and provide a nnethod, an apparatus, 
a program storage medium, and a program for activating a computer 
as a result of user authentication through a password, which meets The 
following requirements (2) and (3). 

(1) When using a battery-operated computer, a password of 
coded symbols from a keyboard is put into a comparable state with a 
registered password before the start of the power supply to main body 
operation units. Consequently, even for a password consisting of 
numerals only, the degree of difficulty in verifying the password can be 
improved, thereby preventing fraud securely. 

(2) When using a battery-operated computer, the supply of 
power to main body operation units is started only when the validity of 
a password highly is high confirmed in difficulty level of verification, 
This makes it possible to achieve considerable power saving. 

(3) The requirement (1) for improving the degree of difficulty in 
verifying a password and the requirement (2) for achieving 
considerable power saving are accomplished by using only the devices 
constituting the notebook PC without the need for special equipment or 
devices (such as circuits). 

In attaining the above-mentioned object and according to the 
present invention, there is provided a method of activating a computer 
as a result of authentication through a password, in which power is 
supplied as a result of the authentication performed by comparing and 
checking an input password with a registered password. The method 
comprises the steps of: registering a password consisting of symbols 
including characters, numerals and marks through input operations; 
controlling the computer to maintain a state before the start of the 
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supply of power to main body operation units in the computer; 
performing user authentication by comparing and checking a password 
entered through later input operations with the registered password; 
and starting the supply of power to the main body operation units when 
the input password matches the registered password, while the supply 
or power is put into a suspended state to the main body operation units 
when the Input passsword does not match the registered password. 

The method according to the present Invention features that the 
password is compared and checked within a predetermined, fixed 
period of time. 

The method according to the present invention also features 
that when the password consists of more than one-digit symbol, the 
Input password is compared and checked with the registered password 
on a digit basis. 

According to the present invention, there Is also provided a 
computer apparatus for supplying power to main body operation units 
as a result of authentication performed by comparing and checking an 
input password with a registered password. The apparatus 
comprises; input operation means for registering a password 
consisting of symbols including characters, numerals and marks 
through input operations; storage means for storing the password 
registered through the input operation means; direct-current supplying 
means for supplying power to the main body operation units in the 
computer; and control means for controlling the direct-current 
supplying means to start supplying power to the main body operation 
units when the password input from the input operation means 
matches the password registered In the storage means, while 
controlling the DC supplying means to suspend supplying power to the 
main body operation units when the input password does not match 
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the registered password. 

The apparatus according to the present Invention is such that 
the control means controls the DC supplying means to start or suspend 
supplying power to the main body operation units including a display, a 
central processing unit and a memory- 

The apparatus according to the present Invention Is also such 
that the DC supplying means includes an AC-DC converting power 
supply for conversion of DC from AC, a battery and a DC stabilizing 
circuit, whereby the control means controls the DC stabilizing circuit to 
supply DC to the main body operation units. 

According to the present invention, there is further provided a 
progrsun storage medium storing thereon a program executed by a 
computer. The program comprises Ihe processing steps of: 
registering a password consisting of symbols Including characters, 
numerals and marks through input operations; controlling the computer 
to maintain a state before the start of the supply of power to main body 
operation units in the computer; performing user authentication by 
comparing and checking a password entered through later input 
operations with the registered password; and starting the supply of 
power to the main body operation units when the input password 
matches the registered password, while suspending the supply of 
power to the main body operation units when the input password does 
not match the registered password. 

The program storage medium according to the present 
invention stores a program for letting the computer further execute a 
processing step of comparing and checking the passwords within a 
fixed period of time, and a processing slep of comparing and checking 
the passwords on a digit basis when each password consists of more 
than one-digit symbol. 
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According to the present invention, authentication is performed 
by comparing and checl<ing a password consisting of symbols 
(characters, numerals and marks) entered from a keyboard or the like 
before the start of the power supply lo the main body operation units, 
with passwords registered beforehand. This makes it possible to 
improve the degree of difficulty in verifying the password compared to 
the verification of a password consisting of numerals only, and hence 
to prevent fraud securely. 

Further, according to the present invention, when using a 
battery-operated computer such as a notebook PC. the power supply 
to the main body operation unils is started only when a password high 
in difficulty level of verification Is confirmed before the start of the 
power supply to the main body operation units. This makes it 
possible to achieve greater power savings. 

Furthermore, according to the present invention, the 
improvement of the degree of difficulty in [Verifying a password and the 
achievement of greater power savings are carried out without the need 
for special equipment or devices (such as circuits). In other words, 
verification of a password high in difficult\| level of verification is made 
possible by using only the devices constituting the notebook PC- 
BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a block diagram showing Ithe structure of an 
embodiment according to the present invention; and 

Fig. 2 is a flowchart for explaining processing procedures in the 
embodiment. i 
DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Referring now to the accompanylnjg drawings, description will 
be made about an embodiment of a method, an apparatus, a program 
storage medium, and a program for activating a computer as a result of 
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authentication through a password. 

Fig. 1 is a block diagram showing the structure of the 
embodiment that realizes a method, an apparatus, and a program 
Storage medium, for activating a computer as a result of authentication 
through a password. 

It is assumed in Fig. l that the computer is a notebool< PC as a 
specific example of a compact general-purpose computer in which a 
battery is incorporated. The notebook PC is provided with an AC 
adopter 1 as DC supplying means and an AC-DC converting power 
supply, and a battery 2 as the DC supplying means. The AC adopter 1 
□ outputs a charging DC voltage from a commercial AC power supply to 

!S3 apply Ihe charging voltage to the baltery 2, The notebook PC is also 

y provided with a keyboard 3 as Input operation unit and a 

J keyboard/power supply controller 4. The keyboard 3 allows an 

"'O operator or user to perform therefrom not only various input operations, 

H> but also input operations of symbols (characters, numerals and marks) 

°2 for use in verifying a password before the start of the power supply. 

H The keyboard/power supply controller 4 is operated in accordance with 

C firmware (F/W) as a control unit or means. 

The notebook PC is further provided with a light-emitting diode 
(LED) 5 and a DC/DC converter 6 as the DC supplying means. The 
LED 5 is turned on to indicate various operating states such as 
keyboard connection, such a state that the power supply is turned on 
or off, a battery's state of charge and a memory's state of activation. 
The DC/DC converter 6 delivers a stabilized DC voltage to various 
parts of the notebook PC. Furthemnore. the notebook PC is provided 
with a liquid crystal display (LCD) 7. a CPU 8 and a memory 9. The 
LCD 7 displays various data and their processed states on its screen. 
The CPU 8 controls each unit of the notebook PC; it includes a ROM 
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Storing a bootstrap and a control program, a working RAM and an 
input/output (I/O) circuit. The memory 9 as storage means is to store 
processed data. 

In addition, the notebook PC is provided with a power-supply 
switch (SW) 10 and an EEPROM 11 as storage means. The 
EEPROM 11 is preset to store and hold a rewritable password or 
passwords. 

The notebook PC of this type normally incorporates therein a hard disk 
(HD) drive and/or a floppy disk (FD) drive, but such a built-in drive is 
not shown in Fig. 1 . 

jp! Next, description will be made about the operation of the 

embodiment. 

y First, the operation of the main pans In The structure of Fig, l 

1^ will be described, 

a The keyboard/power supply controller 4 controls detection of a 

key code from the keyboard 3, the supply of power to the system and 
the battery. Upon fetching a command indicative of pressing of the 
%| power supply SW 1 0, the keyboard/power supply controller 4 controls 

7i' the DC/DC converter 6. The DC/DC converter 6 under control starts 

supplying power to the CPU 8, the LCD 7 and the memory 9 as the 
main body operation units to get the system up and run. 
In such a condition that the system is running, the 
keyboard/power supply controller 4 detects key input information 
(symbols) from the keyboard 3 to send the same to the CPU 8. The 
keyboard/power supply controller 4 also detects DC voltage to monitor 
a connected state of the AC adapter 1 with the main body operation 
units. In this case, if the AC adopter 1 is connected, the 
keyboard/power supply controller 4 controls charging of the battery 2, 
display of a power-on state (ONA'Varning/Lowbatt}, and display of an 
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LED-on Stat© to indicate a battery's state of cliarge. 

In other words, the keyboard/power supply controller 4 controls 
the LED 5 to switch the light on or off between states of charge (charge 
completion and charge incompletion) . The keyboard/power supply 
controller 4 also controls the LED 5 to Indicate a state of pressing, tor 
exaniple, of a special key (CAPS/NUM/Scroll) on the keyboard 3. 

It should be noted that a password is entered from the keyboard 
3 by an administrator (mainly a user) of the notebook PC, and 
registered in the EEPROM 11. In this case, after getting the system 
up and running, the keyboard/power supply controller 4 executes 
writing operation of information related to the password entered from 
the keyboard 3, into the EEPROM 11. In other words, Input password 
Information is written from the keyboard 3 into the EEPROM 11 under 
control of the keyboard/power supply controller 4. 

During the above-mentioned control operations of the 
respective units, the keyboard/power supply controller 4 does not 
control the DO/DC converter 6 immediately after fetching power-on 
information indicative of pressing the power supply SW 1 0. In other 
words, power is not supplied to the CPU 8, the LCD 7 and the memory 
9 until the keyboard/power supply controller 4 reads password 
information from the EEPROM 11 and fetches key input information 
indicative of a password entered from the keyboard 3. 

After reading the password information from the EEPROM 11 , 
the keyboard/power supply controller 4 collates or checks the readout 
password information with the input information (characters, numerals 
and marks) entered from the keyboard 3. 

Upon recognizing coincidence between them In the above 
password verification, the keyboard/power supply controller 4 controls 
the DC/DC converter 6 to start power supply to the CPU 8, the LCD 7 
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and the memofy 9 so as to get the system up and to run. On the 
other hand, if both do not coincide or match with each other in the 
password verification, the keyboard/power supply controller 4 does not 
conlrol the DC/DC converter 6. Therefore, the DC/DC converter 6 
does not start power supply to the CPU 8, the LCD 7 and the memory. 
This means that the system Is kept In an inactive state. Thereafter, 
the keyboard/power supply controller 4 finishes its control operations. 

When a notebook PC is used which is operated by the battery 2 
as its power supply source, the above-mentioned control operations 
make it possible to verify the password before the power is started to 
be supplied to the CPU 8, the LCD 7 and the memory 9 as the main 
body operation units. In other words, the key input Information 
concerned with the password may be formed by symbols, such as 
characters, numerals and marks, entered from the keyboard 3 and can 
be compared and checked with the password registered in the 
EEPROM 11 beforehand. This is effective to improve the degree of 
difficulty in verifying the password, For example, the password can 
be verified to prevent fraud securely without restricting password 
verification to numerals only. 

Especially, as regards The notebook PC having the battery 2 as 
its power supply source, the power supply is started only when the 
password Is secured at a high degree of verification before the start of 
the power supply to the CPU 8, LCD 7 and the memory 9. This 
achieves great power savings for the notebook PC using the battery 2. 

The improvement of the degree of difficulty in verifying the 
password and the achievement of great power savings can be 
accomplished by only the devices constituting the notebook PC. in 
other words, the password which is high in difficulty of verification can 
be verified by using only the general-purpose devices. In this case, 



the general-purpose devices include the AC adopter 1 , the battery 2, 
the keyboard 3, the keyboard/power supply controller 4, the LED 5, the 
DC/DC converter 6, the power supply switch 10 and the EEPROM 11 . 

Next, details of the operation of the embodiment will be 
described. 

Fig. 2 Is a flowchart for explaining processing procedures step 
by step. 

As shown in Figs. 1 and 2, the keyboard/power supply 
controller 4 fetches the information indicative of pressing of the power 
supply SW 1 0 to control power-on. For the control of power-on, the 
keyboard/power supply controller 4 starts operating in response to 
power supplied by pressing the power supply SW 10 (step S101)» 
The keyboard/power supply controller 4 then reads a registered 
password from the EEPROM 11 (step Si 02). However, it is to be 
noted that the keyboard/power supply controller 4 does not start power 
supply to all the operation units in the computer but keeps them in a 
provisional state wherein power is not supplied to all the operational 
units. 

Under the circumstances, the keyboard/power supply controller 
4 checks or collates the Input password with the password read from 
the EEPROM 1 1 (step Si 03). It should be noted that when no 
password is registered, the keyboard/power supply controller 4 
controls the DC/DC converter 6 to activate and run the system without 
performing password verification. 

This operation is efficient for the first boot-up of the notebook 
PC, for example, after purchase the notebook PC. At this time, since 
no password is registered yel, Ihe system needs to be booted up 
without performing password verification. Then a password is 
registered. After the password is registered, a password entered as 



01-1 2-1 4; 19: OS ; fef S^lffiftrr???!^ 



OSTROLENK :£1335D30250 # 



12 

an input password from the keyboard 3 is compared and checked with 
the password registered before the start of the power supply, thereby 
preventing fraud. 

When reading the password from the EEPROM 11 , the 
keyboard/power supply controller 4 sets a value for a timer to judge the 
password entered from the keyboard 3 (STep SI 04). The timer 
monitors or measures the time (count) until completion of fetching 
operation of key input information from the keyboard 3. To this end, a 
predetermined duration is set in the timer in the form of a count value 
in consideration of the number of digits of the password information. 
The keyboard/power supply controller 4 then monitors the input 
b: password Information given by input operations from the keyboard 3 

III (Step S1 05) . If no input password information Is given within the set 

5 time (step SI 06), the ke^oard/power supply controller 4 determines 

that a timeout occurs, namely, the predetermined time lapses (step 
S107). 

j!^ If no timeout occurs (No in step SI 07), the keyboard/power 

^1 supply controller 4 returns to step Si 05 to perform the fetching of key 

P 

input information until time-out (step Si 05). If no key input 
information is fetched even upon time-out, the keyboard/power supply 
controller 4 determines thai the password Input is unauthorized and 
ends the control operation of the power supply. 

If operated by the battery, the keyboard/power supply controller 
4 is shut down to stop the power supply thereto so as to end its control 
operations (step 8109). On the other hand, when key input 
information is given from the keyboard (Yes in step Si 06), the 
keyboard/power supply controller 4 compares and checks the 
password of the key input Information with the password read from the 
EEPROM 11 (step S1 10). 
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Herein, it is assumed that both are not matched with each other 
in this verification step (No in step S1 1 1 ) , This means that 
incoincidence is detected between the input password and the 
registered password. In this event, the keyboard/power supply 
conlroller 4 determines that the password input is unauthorized and 
stops controlling The DC/DC converter 6 (step Si 09). At this time, the 
power supply to the l<eyboard/power supply controller 4 may also be 
stopped to end all the control operations. From this fact, it is readily 
understood that user authentication is performed in a provisional state 
wherein the power supply is not started to all of the operation units in 
the notebook PC, 

If both passwords are matched with each olher in this 
verification step (step S1 11), the keyboard/power supply controller 4 
checks the number of digits of the key input information on the 
password (step 8112). In the embodiment, the number of digits of the 
key input information on the password Is set to four arranged from a 
first digit to a fourth digit. If the key input information on the password 
is not placed at a fourth digit (No in step S112), the key input 
information is fetched. Then the keyboard/power supply controller 4 
returns to step 8104 of waiting for the next key input Information. 
After That, the keyboard/power supply controller 4 monitors the key 
input information indicative of a key code to compare and check 
another digit information of the input password with the corresponding 
digit information on the password read from the EEPROM 11. In 
other words, the keyboard/power supply controller 4 repeats the 
comparison and check processing up to the fourth digit. 

If all the four-digit symbols of the password match the 
corresponding ones of the pas.sword read from the EEPROM 11 (Yes 
in step Si 12), that is, when the password is valid, the keyboard/power 
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supply controller 4 authenticates and identifies the person who has 
input the password. Then the keyboard/power supply controller 4 
controls the DC/DC converter 6 to supply power to the CPU 8, the LCD 
7 and the memory 9 so as to boot up the notebook PC (step S113). 

The following describes other embodiments or modifications. 
In the above-mentioned embodiment, the EEPROM 11 was used as a 
memory for storing a password or passwords, but other types of 
nonvolatile memories can be used to perform the above-mentioned 
control operations. 

Further, the keyboard/power supply controller 4 was described 
as being configured by a one-chip microcomputer, but the one-chip 
microcomputer may also incorporate therein a flash memory for 
registering (storing) a password or passwords, which can eliminate the 
need to provide a separate memory like the EEPROM 11 . 

Furthermore, in the above-mentioned embodiment, the number 
of digits of the password was four, but the number of digits can be 
varied. For example, if the operating environment is vulnerable to 
password fraud or illegal use by any other person, the number of digits 
can be so increased that the degree of difficulty in verifying a password 
will be improved. On the other hand, if the operating environment Is 
protected from password fraud or Illegal use by any other person, the 
number of digits may be reduced, which makes it easy to input a 
password at the time of boot-up. Furthermore, such a state that a 
password is in comparing and checking may be audibly informed to the 
user or displayed on a screen during Input operations of key Input 
information corresponding to the password from the keyboard 3, For 
example, the keyboard/power supply controller 4 may controi55 the LED 
5 to flash light in variable colors or light in one color during fetching of 
key input information corresponding to the password, so that the user 
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is Informed that the password Is in comparing and checking. 

In the above mentioned embodiment, if the user has forgotten 
the password, the user will not be able to get the system up and run. 
As an insurance against such a case, special two or more l^eys may be 
predetermined on the Iteyboard 3. In other words, the user can press 
the special l<eys so that the keyboard/power supply controller 4 will 
omit password verification and controls the DC/DC converter 6 to 
supply power so as to get the system up and run. After that, the user 
can set a password again while the system is running, which makes 
the control operations effective through password verification. 

As described above and according to the present invention, the 
method and apparatus, and the program storage niediurn, for 
activating a computer as a result of authentication through a password 
are so configured that a password consisting of symbols entered from 
a keyboard or the like is compared with a password or passwords 
registered beforehand. Thus, user authentication is performed before 
the start of the power supply to the main body operation units. In 
other words, the user authentication is performed in a provisional state 
in the present Invention. 

The above-mentioned feature of the present invention makes it 
possible to improve the degree of difficulty in verifying a password, and 
hence to prevent fraud securely. 

Further, according to the present invention, when using a 
battery operated computer, the supply of power to the main body 
operation units Is started only when a password high in difficulty level 
of verification is confirmed before the start of the power supply to the 
main body operation units. This makes it possible to achieve greater 
power savings. 
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Furthermore, according to the present invention, no special 
equipment or device Is required. In other words, verification of a 
password high in difficulty level of verification is made possible by 
using only the devices constituting the computer. 
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